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Important Notice
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Abstract

Abstract

This 3-hour workshop will introduce you to ZigBee and how to
build a ZigBee Application by understanding the design
process for a ZigBee Network Processor. You will come away
from this workshop understanding how to set up a ZigBee
Mesh Network using ZigBee coordinators, routers, and end
devices. You will run Packet Sniffers and then observe the
Personal Area Network (PAN) traffic over the network. Other
features to be learned are Mesh Routing, Network
Commissioning, PAN Formation.

Overview

Sysiom.on-chin Co:procossar
Sma foosrmt

High misgration Eamy perormancs.
Low cout

: =4
; Protocol CC25301 e
stack besed oo processor
1 2 with embecided siack
and uart/spist Interface
% Radio & 2520
RFfrontend CC2690/CC2581  CO2680/CC258 CC2560 7 G251

(optianal

o
L Hah .
oot R e Profile
Appuication aaammw Stelaris™ ARM

ZigBee™ Overview

ZigBee PRO

IEEE 802.15.4

CC2530

Application
ZigBee™ Stack
* Network functionality
IEEE 802.15.4
* Media Access Layer
+  MAC
* Physical Layer
+  PHY
* Standardized point to
point link

¢ Self Healing (Mesh Networks)
— Routing Protocol
— Redundancy
* Targeting Long Battery Life
* Basic Idea - One Channel, One Network
¢ End User (Customer) Responsible for
Commissioning / Deployment Strategy

e Large Network Support - 100+

e Profiles

— Public Profile (Interoperability)

— Manufacture Specific Profile (MSP)
» Standardized Protocol
¢ MSP - Private Profile

—  Only for CC2530ZNP - “Out of the Box”

Jl-l Trwvaes
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ZNP

ZigBee Network Processor - ZNP

The ZigBee Network
Processor (ZNP) is a
CC2530/1 running the ZigBee
Pro stack with API to
communicate to the system's
main processor through the
Serial interface (SPI/UART)

Partitioned Architecture — Two
Chip Solution

Application Processor

Applicaion

CC2530-ZNF AFI ‘

2530

SPIUARTIUSE interface ‘

SPHUARTUSE inerface }

¢  ZlgBee Add-On - Use Existing
Application Processor

¢ CC2530 ZNP is not a
“Pre-Programmed” device

ZiBaa atack and
B02.15.4 MAC

|IEEE 802 15 4 Radio

ZNP Based System Architecture

App Development

.

.

.

.

A new application concept with no defined
ZigBee Profile

Define the Profile
Define devices in the system
Map to Logical Devices

Define the Device Descriptions within each
Profile

Define the descriptors, deploy the applications
over endpoints

Define the Clusters and indicate which are
input and output from each Device Description

Define the Security solution

Define the Commissioning Process
Package the solution

Integrate and test the solution
Solve Deployment issues

ZigBee Application Development - Things to do

Profile

Cluster

Cluster
List

o
<

Cluster ID

Cluster ID

o
o

Cluster ID

Cluster ID

JI-'I Trwvaes
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App Device Type Model

Application Device Type Model

Application

Source

Device Type

e Distinguishes the
type of device
from an end-user
perspective

Logical ZigBee
ZigBee ZigBee

End
Device

Device Type

Coordinator Router

*Distinguishes the
Logical Device
Types deployed

in a specific
network

IEEE 802.15.4
Device Type FFD -
Full Function Device

RFD -

Reduced Function
Device

*Distinguishes the
type of hardware
platform

Manufacturer Specific Profile (MSP)
* Custom Cluster

* ZigBee products are a combination of Application, Logical, and Physical device types
« The communication between applications is based on either a Public Profile (PP) or a

* Sensor Monitor Network Application — Device roles Sink and Source

ZNP Mini Kit

ZNP Mini Kit

Perfect Introduction/Educational Tool to
ZigBee wireless sensor networks

Kit includes:

* 3 Sensor boards with MSP430F2274
application MCU and CC2530 ZigBee
Network Processor

* 1 eZ430 USB stick for SW debugging

and USB UART interface ZNP MiniKit

* 2 battery boards for battery powered
end devices and 4 x 1.5V AAA

CC2530ZNP Mini kit

batteries MSP430F2274
. ) 32X flash/1K RAM
* Quick Start Guide

Minikit Example
i i applications
ZigBee Profile Support

CC2530ZNP

+ Private/Manufacturer Specific SPI
Profiles

| SPI SPI/UARTUSB

+ Not for ZigBee certfied
products/Public Profiles

Application processor requires more
RAM and Flash

ZigBee StackkMAC

IEEE 802 15.4 Radio

ZNP Mini KitBlock Diagram showing interface between MSP430F2274 and
CC2530

Jl-‘ Trwac
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Tl Examples

Examples From TI

TI provides extensive
examples for developers to
understand basic ZNP
application development and
start with custom development

Download the examples from
Tl web page for

provide detailed information
about ZNP Mini kit and
application examples

B B

CC2530ZDK-ZNP-MINI

Screen Shot of Wiki Page for ZNP mini Kit

Pin Configurations

Three Pin Configurations

*
*

¢ Toenable the CC2590 build the ZNP image

¢ Toenable the CC2591 build the ZNP image

As explained in the ZNP interface
specification documentation, ZNP builds
from Texas instruments use three types of
pin configuration

+ Main Pin Configuration — SPI Mode

+ Alternate Pin Configuration — UART
Mode

« ZNP Mini Kit Pin Configuration — SPI
Mode

CFGO0 and CFG1 pin on CC2530
CC2590/CC2591

with compile option HAL_LNA_PA_CC2590

Agplication
Processor

L
SPIURTIUB ) il
———

A

/ Pover naragement ( $PIonly )
/ o2t

Resat

Figure 1 CC2830 Interface

/ —
! PAEN
| —

l

[

optional

with compile option HAL_LNA_PA

Jl-l Trwvaes
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ZNP Interface

Application Processor ZNP Interface

¢ CC2530ZNP has two sets of interfaces
+ Reduced Interface API (Simple Interface)
+ Fewer Commands (and Features)
+ Supports Single End-Point
+ Full - ZigBee API (AF-ZDO Interface)
+ More commands (and Features)
+ Supports Multiple Endpoints

¢ Referto ZNP Interface Specification Documentation
included with Z-Stack Install for complete details.

ZNP Interface — Frame Format

¢ ZNP Command Types P
— AREQ - Asynchronous Request ! : i
+ Callback Events Lensth Sormmand Data
* Function call with return value Fig: General Frame Format
— POLL - Polling for Data
. G Cenel
* Retrieve Queued Data
— SREQ - Synchronous Request £ 4o 7o
* Immediate Response Typa Subsystem o
— SRSP — Synchronous Response Fig: Command Field
¢ Responsetoa SREQ command
Subsystem Value Subsystem Name
o} RPC Error interface
¢ ZNP Subsystem 1 SYS interface
? The Subsystem of the 2 Reserved
Command is described by CMDO 3 PE—
bits 0-4 of CMDO i Lalus 4 AF interface
POLL 0x00 - -
5 ZDO interface
SREQ 0x20 6 Simple AP interface
AREQ 0x40 7 UTIL interface
SRSP 0x60 8-32 Reserved

JI-'I Trwae Paae 9 of 59
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ZNP Glossary

ZigBee® Glossary

* A Application Profile is an agreement on a series of messages defining an application space
. Public Application Profile
. Interoperable application profile developed by the ZigBee Alliance
+  Manufacturer Specific Profile
+  Private application profile developed by a company to operate a ZigBee Device
+  Limits application interoperability to devices that share this profile

* Profile ID a unique identifier assigned by the ZigBee Alliance
* A Cluster is amessage identifier for exchange of information within an application profile
* Endpoint acommunication entity within a device which permits support for a specific application through the exchange
of Clusters
* Binding/s is a way of connecting devices between two endpoints
. Each binding supporting a specific application profile
. Each message type is represented by acluster within the profile
* Commissioning the task of configuring devices and networks to achieve the needs of a specific installation
* Application Objectis software at an endpoint that controls the ZigBee Device

. A single ZigBee Device node supports up to 240 application objects
. Each application objects supports endpoints numbered between 1 and 240
. Endpoint O reserved for the ZigBee Device Object (ZDO)

* ZigBee Device Object (ZDO) defines the logical role of adevice within the network
. Device type: Coordinator, Router, End device
. Initiates and/or responds to binding and discovery
. CC2530ZNP is running the ZDO endpoint

* PAN ID —a unique Personal Area Network Identifier; Controlled by User and Application development

* Device Description is a description of a specific device within a profile

* Device Discovery can find the identity of devices on active channels within the PAN

* In a Mesh network the routing of messages is performed as a decentralized, cooperative process involving many peer
devices routing on each others’ behalf

* Service Discovery is the ability to determine supported services on given devices within the PAN (e.q. USB Enumeration)

JI-'I Trwae Paae 10 of 59
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Z-Tool

Z-Tool

¢ A PCapplication for sending and receiving commands to/from
prog_rarg)s on the target board using the RS-232 port (transceiver
require

¢ Requires MT_TASK Compiler option

RS-232

CC2520

Emulator

2520EM
CCR20 Port

SmartRFO5EB

UART|

*

Sending Commands from Z-Tool

= System
“i| SYS_RESET
i 5YS_PING
“4| SYS_VERSION

4| S¥YS_OSAL_NV_READ

“4| SYS_OSAL_NV_WRITE

Y42 SYS_OSAL_START_TIMER
43 5YS_0SAL_STOF_TIMER

4 SYS_RANDOM
b“i| SYS_ADC_READ

[= &= comt - comt |
B2 System
42 SYS_RESET
2] SYS_PING
2] SYS_VERSION
SYS_OSAL_NV_READ

SYS_OSAL_START d Mesaoe
sYs_0sAL_sToP.
SYS_RANDOM

%] SYS_ADC_READ
® 5 7D0

= A

o= |2

E Message Parameters
Id o
Len
Offset )
Value

@

=2 ZD0
;) ZDO_NWK_ADDR_REQ
“; ZDO_IEEE_ADDR_REQ
“; ZDO_NODE_DESC_REQ
% ZDO_POWER_DESC_REQ
i ZDO_SIMPLE_DESC_REQ
i ZDO_ACTIVE_EP_REQ
;) ZDO_MATCH_DESC_REQ
;] ZDO_COMPLEX_DESC_REQ
% ZDO_USER_DESC_REQ
i ZDO_END_DEVICE_ANNCE
i ZDO_USER DESC_SET
i ZDO_SERVER_DISC_REQ
%4 ZDO_END_DEVICE_BIND_REQ
4. ZDO_BIND_REQ
"4 ZDO_UNBIND_REQ
i ZDO_MGMT_NWK_DISC_REQ
% ZDO_MGMT_LQI REQ
i ZDO_MGMT_RTG_REQ
%4 7ZDO_MGMT_BIND_REQ
% ZDO_MGMT_LEAVE_REQ
i ZDO_MGMT_DIRECT_JOIN_REQ

4| ZDO_MGMT_PERMIT_JOIN_REQUEST
43 ZDO_MGMT_NWK_UPDATE_REQUEST

;) ZDO_STARTUF_FROM_APP
% ZDO_AUTO_FIND_DESTINATION

JI-'I Trwvaes
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Receiving Messages in Z-Tool

@ Log Enabled - < Clear bl Save
Start Time: 1/11/2007 1:13:41 PM

<Toc> [13:18:42:934] SYS_RESET

oo ¢ Z-Tool automatically formats
o and displays incoming and
<Rx> [13:18:42:994] SYS_RESET_RESPOMNSE .

Stotus = 00 outgoing messages

>

<DEBUG> 13:18:43:014 Figures Wireless SLC03354

1414 ZigBee Coord Metwork ID: 1200

: ¢ Z-stackis instrumented to
R 3151535541 Sva_VERSION_RESFONSE automatically provide system
}{g - sz EETasE) status at startup (when enabled)

<Tx> [13:19:01:213] SYS_GET_TIME_ALIVE
<Rac> [13:19:01:233] SYS_GET_TIME_ALIVE_RESPONSE

i

Seconds = 0x10

<Tx> [13:19:16:012] SYS_GET_DEVICE_INFO

<Rox> [13:19:16:042] SYS_GET_DEVICE_INFO_RESPONSE
Status = 0x0

IEEEAddress = 0x5101030000481200
ShortAddress = Ox0

DeviceType 8
DeviceState = 0x0
NumAssocDevices

J Trwae Paae 12 of 59
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Joining a ZigBee Network

JOINING A ZIGBEE NETWORK

Ln, Timestamp

18 18:26:18.965806

Time Defta

Tighee
Zighes
zigtee

Zighes

Zighes
Zigee
Zighes

Zigee

ZTighes MAC: As

Packet Information

MAC: Beacon Reque

Acknowledgnent
MAC: Data Request

Acknowledgnent

Acknowledgnent
0P: Device_annce
Acknowledgnent
0P: Device_annce

38

Request

Respanse

PAN Dst.

@x0B73

ExDET3

@x0B73

X073

X073

- Active Scan to search for
MAC St MAC Dst. // existing Networks
o Beacon Responsefrom
>  Coordinator or Router in the
£x8e1248a001. oy
HER12486K Association Request to Join the
> network
(ORL24T0 Data Request Polling for
CLEELDARERRL d Association Response
21BA124B00011F7- - Association Response from the
Coordinatoror Router
BSIFF 80080
x6ee0

Binding

BINDING — SENSOR MONITOR NETWORK SAMPLE APP

exzaso
exzago exer7E
exzago exer7E
exzago e

View network operation
and over the air messages
(after network join
operation) illustrating
binding and then Source
devices periodically
reporting the data and
receiving
acknowledgement from
the Sink device

Pateh Desesiptos B

Jl-l Trwvaes
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State Machine Diagrams

State Machine Diagram without NV Restore

Power-up
Initialization

Receive ZNP Reset
Indication

Clear Network State

Awaiting Button Press
for Configuration

One Button Press
in two seconds

'wo or More Button Presse
in two seconds

Configurable Timer Expires
before Successful Join

Reports Data

Periodically to Sinl

ZNP Source
Reports Data

Data to the PC
Application

Low Power

Reports receiv ey
Data to the PC
Application
Doesnot -

Power-up
Initialization

If Device Type = End Device

—_ Receive ZNP Reset — ‘
Indication ¢

Read NV Memory for stored PAN_ID |

PAN_ID = Refer to StateMachine
OXFFFF in figure 2 for o peration|

Read NV Memory for stored Device Type |

/\

{oeveeType = Conrdnaer

ZNP Source
Reports Data

Reports received
Datato the PC
Application

Ceriodically to Sin|

Allows Join,

N Vol

Button Press | ‘ Button Press

\

Réports received
Data to the PC
Application
Does not -

J Trwvaes

Paae 14 of 59



CC2530ZNP Mini Kit - Workshop

Sensor Monitor GUI

Sensor Monitor GUI

Sensor Monitor (1.3.0) [=[i=1[e3]

O O [conmuications Port (COMI ® 9 +-0 ©000

n ‘4 »
] ONLINE Il Collecting data I[ Packets: 1016 || Lastpacket: 14:38:56 || Profie: Zighee PRO(Z)
Descriptor
Descriptor
¢ Assign a Device ID & Version
¢  Specify Profile ID
. Simple (Device) * Spgm_fy En.dp0|ntID
¢ Initialized in AppReset()
¢ Must be registered with CC2530ZNP

Endpoint Descriptor provide information about the
application like:

— Simple Descriptor (Number of defined Clusters)

— EndpointID

zb_AppRegisterRequest(srceEP)

— Allows CC2530ZNP to know the cluster information for ONLY one
endpoint

— Simplifies handling of messages to the node by differentiating by
endpoint

Jl.- Trwac
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Labs

Lab Overview

¢ Labl
+ A: Get MAC address example
+« B: RF Tester example
¢ Lab2: Sensor Monitor Network sample application

¢ Lab3: Sensor Monitor Network sample application
— NV Restore

¢ Lab4: Form alarge Zigbee network

Target Board USB Stick

Introduction

This workshop consists of four Labs. These labs will introduce you to ZigBee and how to build a
ZigBee Application by understanding the design process for a ZigBee Network Processor (ZNP) using
the CC2530ZNP Mini Kit. The workshop will help in understanding how to set up a ZigBee Mesh
Network using ZigBee coordinators, routers, and end devices. The workshop will run Packet Sniffers to
observe the Personal Area Network (PAN) traffic over the network. Other features to be learned are
Mesh Routing, Network Commissioning, PAN Formation, etc.

Learning Objectives
e Understand ZigBee Network basics
e Develop familiarity with the development kits
o Develop familiarity with Zigbee development tools
e Learn to download code and start applications
0 Use ZNP Mini Kit — Interface Examples
e Understand the Interface between the ZNP and the Host Processor

JI-'I Trwae Paae 16 of 59
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Hardware List
e (CC2511Dongle— A 2.4GHz Transceiver, 8051 MCU, 32kB Flash Memory and Full Speed
USB interface
e CC-Debugger
e CC2530ZNP Mini DK

Target Boards

Battery Sensor USB Stick Battery Sensor
(End-Device) (Coordinator) (End-Device)

Figure: (a) CC2511 Dongle (b) CC2530ZNP Mini Kit

The ZigBee Network Processor development kit is designed to give a simple introduction to ZigBee
wireless networks. The hardware consists of a CC2530 ZigBee device pre-programmed with ZigBee
software and an MSP430 microcontroller that controls the ZigBee device. The development kit
demonstrates simple examples of typical sensor networks with temperature, light, voltage, and
movement sensors.

The target board connected to the USB stick is programmed with a coordinator sample application. The
coordinator sets up the network and configures the ZigBee network parameters. A ZigBee system can
only have one coordinator.

The battery powered sensors are end-devices that periodically report their key data to the coordinator.
The devices can also be programmed as routers. Routers are typically used to extend the ZigBee
network since they can route messages from other devices. Note that hardware for all the target boards
is identical. Each of the boards can be programmed to be coordinator, router, or end-device.

Software List
e |AR Embedded Workbench - EW430 Evaluation Version
e HyperTerminal
e  Spectrum Analyzer Utility

Jl-‘ Trwac Pace 17 of 59
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LAB la: Get MAC Address Example

Objective

This lab will introduce the basic concepts of starting, downloading and running applications
on the ZNP Mini Kit using the IAR Embedded Work bench.

The Lab will provide the attendees the understanding of the ZNP Interface API and how to
use the interface specification document and perform debugging while developing the
applications.

1. Arrange and turn on the hardware

Connect the USB stick to a USB port on the PC. The Windows new device driver will request
a new device driver to be installed. Normally the driver should be detected automatically. If
the driver is not detected it can be found at the default location:
C:\Texas Instruments\CC2530ZNP Mini Kit\Drivers

Target Board USB Stick

After installation a new COM port will be installed on the PC. To see the COM port number,
open the Windows Control panel — System — Hardware — Device Manager and check the
COM port number under Ports (COM and LPT).

I’EI =TT T T
& BT Port (oM7)
“_}yi Communications Park (COM1)
A7 ECP Printer Part (LPT1)
MSP430 Application UART (COMS0)
néyi RIM Virbual Serial Port w2 (COM35)
“_bi RIM Virtual Serial Port w2 (COM36)
+ 8 Processors
+ %@ Smart card readers
+-@, Sound, video and game controllers

+ System devices
+ Universal Serial Bus controllers

The USB stick serves both as a virtual serial port interface and as debugger/programmer. This
means that during normal operation the USB stick should be connected to the coordinator
target board.

The USB stick can also be used to program and debug the router and end-device target boards
using the IAR Embedded Workbench.

Jl-l Trwae Pace 18 of 59
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2. Start IAR Embedded Workbench (EW430) and select the “Get MAC Address — Debug”
Project

e Start IAR EW430 and open the “ZNP Interface Examples.eww” workspace from the
following folder: [C:\Texas Instruments\CC2530ZNP Mini Kit\ZNP Examples\IAR\]
e InlAREW, select the Get MAC Address - Debug from the pull down as shown below:

J: IAR Embedded Workbench IDE

File Edit Wiew Project Emulakor  Tools  window  Help

DeE

| Get MAC Address - Debug

Files cn| S
[SR[® Z[NF Interface Examples
(7 Get MAC Address - Debug *
(5 Get Random - Debug *
(5 Get ZNF Wersion - Debug *
(I Read MY tems - Debug *
() Read Radio GFIO pins - Debug *
(I Reset Radio - Debug *
I RF Tester- Debug *
F'rite MY ltems - Debug *
vwrite Radio GFIO pins - Debug *

LR LA L LS C<

e In IAR EW, select and right click on the “Get MAC Address — Debug” Project. Select the
option “Set as Active”.

f" AR Embedded Workbench IDE

File Edt View Project Emulator Tools Window Help

O &
wiike MY Items - Debug | I
Files xR

=] ZNP Interface Examples

molmGet MAC Address - Debug

|-m L3 comemon Cptians. ..
CIzZNP e
example_get_mac_addres
hal_cc2530znp_target_hog

[ Qutput E;:ﬂld Al
() Get Randaom - Debug
() Gat ZMF Weargion - Debug
H= (G Read MY ltems - Debug A .

[ Read Radio GFIO pins - Deb
(F Reset Radio - Debug Remave
P RF Tester - Debug

(FWrite NV ltems - Debug

it Radio GFIO pins - Deby Source Cods Contral ¥

File Properties. ..

e In IAR EW, select and right click on the “Get MAC Address — Debug” Project. Select the
option “Rebuild All”.
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e ——

7% IAR Embedded Workbench IDE

Fil= Edit ‘iew Project Emulator Tools  Window Help

DS L@ L

Get MAC Address - Debug -

Files an B
B [EZMP Interface Examples
EELE[Got MAC Address - e | - | |
@ 3 Comman pHons. .
CIZNP Make
example_get_mac_g
hal_cc2530znp_tary: [IEETEC
[ Outpout Clean
(5 Get Random - Debug
B Get ZMP Version - Debl
& (F Read MY tems - Debug  add »
[P Read Radio GFIO gins
(F Reset Radio - Debug
(FRF Tester- Debug
(D 'rite MY Iterms - Debug)  Source Code Cantral »
(F'Write Radio GFIO pins

Remove

AT A Y.

File Properties...

e Another method to Build: In IAR EW, select Project Menu -> Rebuild All

~

File Edit  Wiew N3
‘oo & AddFies.

1AR Embedded Workbench IDE

Emulator  Tools  Window Help

Debug without Downloading

Download

pdaroue.. - |
Import File List,., =
M Edit Configurations. .. b
- == el
Files Remove ki [
B EzNP Inte
o GP[EE]  Create Mew Project... T | ]
Qo AddExisting Project. ..
N Cptions... AlL+F7
ez
hal  Source Code Control 3
CI0U ake e
(F Get Rl v
3 Gt Z| gy v
@ Read =500 v
BPead o puia... Fa v
F Rese v
FRFTe v
] i ¥
gm:;g Download and Debug Cerl+D v

e Alternatively, you can use the hotkey — F7

Jl-‘l Trwac
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3. Start and configure the Hyper-terminal Application

The USB stick connects to the PC using a virtual USB serial port. The serial port interface can be
accessed through a terminal program. The Windows default terminal interface can be found on the
Windows [Start menu] -> [Accessories] -> [Communication] —> [HyperTerminal].

@ tcorna ook & v oo TR

W Protel oo sE & winze
@ et Program Access and Defaults BH adobe Reader 5

D winzip

2 1-wie Orivers

Z71AR Embedded Wi

File Edt view Projec|

&8 EzZNP Interface
-2 P Get MAC 4
=

et Eeinat sites, buletin
host compLters Usi

Metwork Setup Wizard
HyperTerminal >
sUccEsS)

B write Radiol

Jain, Suyash

r\n”, znpResule):

£ windows Explorer

I @ wordpad

st suyash

=8 Scanner snd Camera wizard
= TE=S

[ Show Desktop

(7 01_windows Expl

BH adobe Reader &
&p zTO0L

& WP Client

R Flash Programmer
&P Zigee Sensor Monit
[&] Microsaft Sffice Pow =

Gz Remate Desktop Cor]
B Ubiaua Pratocol Anal
& 5051 v7.60

B notepad

allPrograms |

==1E3

Connection Description

% Mew Connection

Enter & name and chonose an icor for the connection:

Mame:

|Tach Day Lab - Vancouver |

Ee R 2

lcar:

o

Disconnected Auko detect | Auto detect
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e Next, select the COM port used by the USB stick.

Connect To

w Tech Day Lab - “YYancouwer

Enter detailz for the phone nurnber that pow want to dial:

CountryAregion: | United States (1] et |

Area code: s07

Fhone number: | |

Connect using: | Conexant HDW D330 MDC W92 M S

Conexant HDA D330 MDC W92 Moder
Standard Modem
cCor3s

cCOk 36

COME —
COk 7

cor0
Com11
copl1z
cCor13
cCok14
Cokizo
COk 21
COp 22 .
F cok4a0
cora =
Cokd1

TCRAP Minsock]

e In the COM port properties, select 9600 baud, 8 data bits, no parity, 1 stop bit, no flow
control, see window below and select Apply and Ok.

COM6 Properties

ot Settings |
Bits per second: E_.SBDD v|
Data bits: EB v|
Parity: ENone v|
Stap hits: ﬁ |

Elow canirol | (AN |

Restare Defaults

0K l[ Cancel ][ Apple ]
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4. Download the Code to the MSP430F2274

Step 1: If multiple CC2530 ZNP Mini Kit’s are connected to the PC’s COM ports, you can select the
device to which the code will be downloaded by selecting its COM port as described below

e Right click the project “Get MAC Address — debug”

#% IR Embedded Workbench IDE

File Edit View Project Emulator  Tools  \Window  Help

D |

CE

| Get MAC Address - Debug

# I DEVICE INI

Files &
B B ZNP Interface Exarnples : icke DIF MAC]
is only wali
golu)Get MAC Address -Debug | b le
3 Cammon ie dd
Fazne
example_get_mac_address.c wrougl
hal_cc2630znp_target_board.c Rebuild Al wle,
L@ Output Clean \thony
 Get Random - Debug
& 3 Get ZMP Yersion - Debug s A
9 5] Bead MY tems - Debun dd .

e Select the Option “FET Debugger” in the Category window as shown below. Then under the
tab Setup, select the highlighted button and select the desired COM port

Options for node “Get MAC Address™ @

General Options
CJC++ compiler
Assembler
Customn Build Setup | Download | Breakpoints |
Build Actions i
Linker Connection
Debugger Texas Instument USBAF | Automatic I8

\

Simulator

USB selection

Debua protocol

(® Automatic selection _ _ _
M . HIDO342:COMS0 -
O Manual selection Automatic |
Attach b ing t ) )
Eaach to nuning targe To identify a connection, click a port in the list to see
D Disable memory cache the Mode LED on the attached USB-IF light up.
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Step 2: Download the Code to the MSP430

e Use the highlighted Play icon to download the code to the MSP430.

/€ AR Embedded Workbench IDE
Fle Edt View Project Emulstor Tools Window Help

0ZE@E  hE o] Joswnmesan auy o[ah

S pe——— —
| Get MAC Address - Debug '

[ Fies m # ZB_DEVICE INFO can be used to obtain valusble information about th
- || # 1ike DIP MAC ADDRESS are valid ell the time but the Jigbee network|
0| ZNP -

glGiTi:E:E :;:mples_ Deb 5 I # is only valid once the INT has joined a network successfully. Thes

| Lmr'lef‘annnn L | # When troubleshooting e comnection problem, read DIP STATE as it wa

e  Other method to download the code: In IAR EW, select Project Menu -> Download and

Debug
7/ 18R Embedded Workbench, IDE
File Edit View H & Emulator  Tools  Window Help
0= n ﬁ Add Files. .. +
i Growe. E— A
Get MAC Addres; gy Configurations. .. b
Files FEH
& BIZNP Inte
= (FGethk Create New Project... W
[Co|  Add Existing Project...
ZN Options. .. AlL+F7
hal  Source Code Control 3
Do e F7
F Get R ] v
Carnpile Chrl+F7
5 Get Z| ) v
Rebuild all
I Read Cloan v
B Read o b Fa v
I Rese v
EIRF Te v
gmr!:e Download and Debug Chrl4+D :
e Debug without Downloading
Download 3

e Alternatively, you can use the hotkey — Shift+D
e After downloading the code, IAR will wait for the run command at the main

example_get_mac_address.c

= CLAIMS BY THIRD PARTIES (INCLUDING BUT NOT LIMITER TC ANY
=

#include .. /HAL/hal.h”
#include .. /ZNP/znp_interface.h”

extern signed int znpResult;

i

halInit();
printf{"yr\nResetting Radio, then getting MAC Addressh\zn”);

i

EnpInit()
while (1)
L
unsigned char* mac = getMachddress();
if (znpResult == ZNP_SUCCESS)
{
printf ("MAC:")
printHexBytes imac, 5);
¥
else
printf ("ERROR %iirin”, znpResult);:
delayMs10) ;

Pl

Jl-l Trwac Paae 24 of 59



CC2530ZNP Mini Kit - Workshop

5. Run the application and observe the output on the HyperTerminal
e Hit Hot key F5, and example will start to run

e Observe the output of the example at the HyperTerminal — continuously reads out the MAC
address/ IEEE address of the ZNP displayed as LSB first as shown in figure below.

“& Tech Day Lab - Yancouver - HyperTerminal

File Edit Wiew Call Transfer Help
=2 2 DB

MAC:E6 74 1F 01 00 4B 12 00 o
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 81 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 81 00 4B 12 00
MAC:E6 74 1F 81 00 4B 12 00
MAC:E6 74 1F 81 B0 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 B0 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:EG 74 1F 81 00 4B 12 00
MAC:E6 74 1F 81 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 01 B0 4B 12 00
MAC:E6 74 1F 01 00 4B 12 00
MAC:E6 74 1F 81 00 4B 12 00
MAC:E6 74 1F 81 00 4B 12 00

< ¥
Connected 0:26:27 Auto deteck 9600 8-N-1 UM

- So the IEEE Address of the Device = 0x00124B00011F74E6

- This is the Primary Address of the CC2530 programmed in the information memory at
the time of production. This is provided by the Texas Instruments. 1% 3 Bytes are the
Texas Instruments OUI — Organizations Unique Identifier [ i.e. 0x00, 0x12, 0x4B.]. The
last 5 bytes are added by the organization to identify the unique devices.

6. Modifying and Debugging the Example

By modifying the code we will do the following
- Add the Application Menu — display additional information on start-up

- Understand Modifying printf statements and adding compile flag

- Will obtain byte aligned printout of IEEE address

- Understand the debugging and matching command with CC2530ZNP Interface
Specification
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Task 1: Understand - Adding the Compile Options, Application Menu, and Additional code for
byte aligned output of IEEE address

- Add the following code to the “example_get_mac_address.c for application menu and
modifying the printf statements

int main( void )

{
hallnit();
printf("\r\n ");
printf("\r\nTech Day - Application Example");
printf("\r\nCC2530ZNP");
printf("\r\n ");

printf("\r\nResetting Radio, then getting MAC Address\r\n");
znplnit();
while (1)

unsigned char* mac = getMacAddress();
if (znpResult == ZNP_SUCCESS)

{
#ifdef TECH_DAY
printf("MAC: 0x");
#else
printf("MAC:");
#endif
printHexBytes(mac, 8);

else
printf("ERROR %i\r\n", znpResult);
delayMs(100);

}
}

Figure: Text in Red Shows the changes to be made in the main code in the file
example_get_mac_address.c

void printHexBytes(unsigned char* toPrint, unsigned char numBytes)

{
#ifdef TECH_DAY
for (int i=(numBytes-1); i>=0; toPrint[--i])
printf("%02X ", toPrint[i]);
printf("\r\n");
#else
for (int i=0; iknumBytes; i++)
printf("%02X ", toPrint[i]);
printf("\r\n");
#endif
}

Figure: Text in Red shows the changes to be made in the function printHexBytes() in the file utilities.c

- Add the compile option TECH_DAY to the IAR EW project

- Hit Hot Keys Alt+F7 to open the Project Options Dialog Window
- Select C/C++ Compiler and the Preprocessor tab

- Add TECH_DAY to the Defined symbols window

- Select OK button
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=
Options for node “Get MAC Address™

Categary:

General Options

[ Multifile Compilation

Factoy Settings

$FROJ_DIRY/. ZZHP
$FROJ_DIRS,.AHAL
$PROJ_DIR$/. . /Cormmon

CJC++ compiler
Assembler
Custom Build Language | Code | Optimizations | Output | List ‘ Preprocessar | [ ¢
Euild Actions
Lirker
Debugger [ Ignore standard include directaries

FET Debugger Additional include directonies: [one per ling]

Sirnulator $PROJ_DIRS

$FROJ_DIRY,..

Freinclude file:

I

Defined symbols: [one per line)
TECH_D&Y

[ Preprocessor output to file

- InlAR, Clean and Rebuild the Project

- Before building and debugging it is always a good procedure to clean the projects
before re-building. To Clean: Right Click on the project “Get MAC Address —

debug” and select the option Clean, as shown in the figure below

- To Rebuild: Follow the steps described earlier

#Z IR Embedded Workbench IDE

File:

Edit View Project

heEd &

Emulator  Tools  Window  Help

| Gt MAC Addiess - Debug
Files i
=] ZNP Interface Examples )

Y5 [Get MAC Address - Debug *  aumee sty
DCDmmDn Options. .. Ikt
FmCazne Make n
example_get_mac_address.c
hal_cc2630znp_target_board.c Rebuild Al ai
[ Output Clean

7 Get Random - Debug a]

P Get ZMP Yersion - Debug ri

H&= £ Read NY Items - Debug add y [Ed

P Read Radio GFIO pins - Debug r]

(P Reset Radio - Debug Remave ]

P RF Tester-Debug

(@ rite MY tams - Debug Source Code Cortrol » ]

(F'rite Radio GFIO pins - Debug H

File Properties. .. hd
[

Set up a Debug Watch Window to view various variables. For this example we will see the

znpBuf array which is used to send and receive the commands over the SPI interface between
the MSP430 and CC2530ZNP in the example code.

- Select Menu option -> View -> Watch
- In the watch window as shown in figure below, type the name of the variable

(znpBuf) to monitor

Jl-' Trwac
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ZZ 18R Embedded Workbench IDE

& Call Stack
=

= Zh Reqgister

Locals

: Statics
Aukto

| Quick Wakch

Terminal IiC

File Edit Praject  Debug  Emulal
O = Messages 3
P Workspace I
P e Source Browser =
Dt e 5 %
1= |-‘ Breakpoinks 5
| Workspace Disassembly !

Get kAL Memory

Files Swmbaolic Memory

aThlw]

|

Walue

T (Dx00)
T {Dx00)
T (0x00)
1 (D003
1 (D003
1 (D003
T (0x00)
(0x00)
(0x00)
(0x00)
(0x00)
(0x00)
(000}
(0x00)
" (003
! (003
! (D003
(0x00)
(0x00)
(0x00)
(0x00)
(0x00)
(0x00)
(000}
(0x00)
(000}
" (003
! (003

Location 2
temany:0x220
teman:0x220
hemaon0x221
hemany IxZ22
hemarn:ix223
hermary:ix224
hemanIx225
Memory0x226
Memany:0x227
Memany:0x228
Memany:0x229
temon0x22s
temon0x22E
temon0x22C
hemaon0x22L
hemaon0xZ2E
hermaor:0x22F
herman:0x230
Memons0x231
MemonyDx232
Memany:0x233
Memany:0x234
Memony:0x235
temony 0x236
teman 0x237
hemony 0x238
hemany 0x238
hemon0x23s
e mar:0x23E o

>

it sain( void )

hallnit():

1L (T T S
prantf(“\o\uTech .
printf("\r\nCC2S30INP")
PEIDEL("AL\D=mseessenssansennssannsnnasnns yH

prinef(“\r\nResetting Radio, then getting MAC Address\r\n"): | prface.h”

mplnie():

while (1)

|
wigned char® nac = geillachddeess ();
AC (znplesult «« IXP_SUCCESS)

{
#igdet TICH DAY
printt(“"MAC: 0x");
felse
prinet ("MAC:");

fendit "“-K-__ﬁ‘_v
prantHexBytes (mac, TTT—

~—

) S
™ T Flace the cursor
491_:;':[[95”0 MAr\n", mphesult); \% at the line you
' wan to set the
breakpoint.
“g) s

- 1 = "= ey
wouver Application Example”); (INCLIRING BUT T LINTED

Select the lcen

jule;

iRt nain( void )

{

ballnit();
PLABLE ("\E\i=eemennnnsannan

printf (“\e\nCC2S30ZNF") ;

PRIBRE ("\E\li=eenesssnsnscescssssannnsnnnas ot H

prantf (“\r\nResecting Radio, then geteing MAC Address\r\n"):
znpIniti);
while (1)
{

unsigned char® mac = getlacAddresa();
it (znpResult == INP_SUCCESS)

(
#itdet TECH DAY

printf ("MAC: 0x");

felse

/o8y

prinet ("MAC:")

fendit

printHexBytes (mac, £)

lae

Red dotindicating a
Breakpoint has been set

atthis line

,,,,,,,,,,,,,,, "
prantt("\r\nTech Day - Vancouver Application Example™);

printf("IRROR ¥i\r\n", znpResult);

- Download and run program to see the effects of changes in the print output. See
HyperTerminal Capture below

‘¢ Tech Day - Vancouver - HyperTerminal

Jl-' Trwac

File Edt W¥iew Call Transfer Help

[N 2 DB =

MAC:61 72 1F 01 00 4B 12 00
MAC:61 72 1F 01 00 4B 12 00
MAC:61 72 1F 01 00 4B 12 00
MAC:61 72 1F 81 00 4B 12 00

CC2530ZNP

08x00
MAC: 0x00 12 4B 00 01 1F 72
MAC: 0x08 12 4B 00 01 1F 72
MAC: 0x00 12 4B 00 01 1F 72
MAC: 0x00 12 4B 00 01 1F 72
MAC: 0x00 12 4B 00 01 1F 72
MAC: 0:00 12 4B 00 01 1F 72
MAC: 0x08 12 4B 00 01 1F 72
MAC: 0x080 12 4B 00 01 1F 72
MAC: 0x08 12 4B 00 01 1F 72
MAC: 0x00 12 4B 00 01 1F 72
MAC: 0x0B 12 4B 00 01 1F 72
MC =00 12 4B 00 01 1F 72 61

Tech Day - Vancouver Application Example

Resetting Radio, then getting MAC Address
MAC : 12 4B 60 81 1F 72 61

[Fonnected 0:00:00 Autodetect | 9600 8-M-1
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e Task 2: Understanding the communication over the ZNP Interface using an example
command ZB_GET_DEVICE_INFO.

- Turn off the compile option TECH DAY and add a compile option
ZNP_INTERFACE_SPI_VERBOSE (Adding a small case “x’ in front of the compile option

disables it.)

@

Options for, node “Get MAC Address”

Categony:

zeneral Options

CJC++ compiler
Assembler
Custorn Build
Build Actions
Lirker
Debugger

FET Cebugger

Simulator

Factory Settings

[ Multifile Compilation

Language | Code | Optimizations | Output || List |P'BDTUCBSSU' Dis*

[ lgnore standard include directories

Additional include directaries: [one per line)

$PROJ_DIRS
$PROJ_DIRE:.
$PROJ_DIRS,.ZNP
$PROJ_DIR$,../HAL
$PROJ_DIRES. /Comman

Preinclude file:

[

Defined symbols: [one per ling)

wTECH_DaY [] Preprocessor output ba file
ENP_INTERFACE_SPI_WVERE

[ k. l [ Cancel

e Download the code as described earlier to the MSP430

¢ Run the program

e Program will then stop at the set breakpoint as seen in the figure below. The figure also shows
the capture of the HyperTerminal window showing the Command sent over the SPI Interface

to the CC2530ZNP

if (znpResult == ZINP_SUCCESS
{
fdef TECH DAY

princf ("MAC: Ox"):
l=e

ndif
printHexBytes(nac, 2);

}

Tech Day - Application Example
CC2530ZNP

Resetting Radio, then getting MAC Address
Tx: 01 26 06 01

Connected 0;05:30 ANSTW 2600 G-M-1 : MU

Jl-' Trwac
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- Referring to the Page 40 of the ZNP Interface Specification document, the byte
sequence of the command sent to the CC2530ZNP is shown in the figure below

SREQ:

1

1

1

Length = 0x01

Cmd0 = 0x26

Cmd1 = 0x06

Param

- Where Param is selected by the value in the table below, for this example we request
IEEE address, i.e. Param = 1.

Parameter Size Description
0 1 byte Device state — See 4.5.50
1 8 bytes Device |EEE address
2 2 byles Device short address
3 2 bytes Short address of the parent device
4 8 bytes |IEEE address of the parent device
5 1 byte Channel on which the ZigBee network is operating
6 2 bytes PAN ID of the ZigBee network
T 8 bytes Extended PAN Id of the ZigBes network

- The HyperTerminal window shown above shows the command sent to the CC2530NP

- ZNP then processes the command and sends the SRSP (Synchronous Request
Synchronous Response) back in the format shown below

SRSP:

1

1 1

Length = 0x0D9

Cmd0 = 0x66

Cmd1 = 0x06 Param

Value

- Where Param is the value sent the command and value is requested value for the Param.

- For this example, znpBuf should look like -> [0x09, 0x66, 0x06, 0x01, IEEE address the
next 8 bytes] at where you have your breakpoint set. Figure below shows the capture of
the znpBuf in the watch window in IAR.

Expression
B tnpBut
(03
(1)
@)
(3)
(4
(5)
(&)
(7]
(%]
(<]
(10
)]
(12)
(13
ne

IR LR L L L UL

TeO)
o Ek

-

1 (001

Memorny (x
Memony (x226

Value Locason
“Filestil® Memory 0x ~» ZnpBuf(d] = lengih
T (009 TGy 0x220
(055 Memaony 221 -
T (008) Vemon 02 ZnpBuf[*],= emd0
Memory 0xZ23 ZnpBuff2] = cmdi

ZnpEur[3] =Parem

ZnpBuffd -10] = IEEE

T (00} Memony U2
K (Oxat Memony @29
T (Ox12) Memory (224 address
I (0x00) Memony x22E
I (0x00) Memony x22C
1" (0x00) Memony 220
I (0x00) Memony IxZZE
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Paae 30 of 59




CC2530ZNP Mini Kit - Workshop

7. Conclusion

e This example exercise should provide attendees a familiarity with the IAR Embedded
workbench — How to open and select a project, how to build the project and download it
to the target device of choice. And how to setup breakpoints for development and
debugging.

e  Attendees should be familiar with the command Interface ZNP provides to the Host
Application processor

e  Attendees should understand how to use the ZNP Interface specification document to
develop and debug Zigbee applications.

8. Questions:

1. What is a globally unique identifier for a Zigbee Device?
2. What are the different parts of an IEEE address?
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LAB1B: RF Tester Example

The RF Tester example enables simple RF output testing with the ZNP. It offers a convenient
command line interface to change channels, set output to modulated/un-modulated, etc. The main menu
explains the options:

RF Tester Commands:
] Increment RF Test Channel
[ Decrement RF Test Channel
M Change RF Test Mode to modulated output
U Change RF Test Mode to UNmodulated output
R Change RF Test Mode to receive
I Reset Radio
? Print this menu

e  Features of this example

- The application outputs the RF signal on IEEE 802.15.4 channels- 11 to 26.
- Transmits both modulated and Un-modulated signals
0 The Modulated output will output random data modulated on the carrier.
0 The Un-modulated output option will cause the ZNP to output a clean carrier at the
desired frequency.
- Allows to set the radio in RF Receive mode (transmission stops).
- Note: when set to receive, the ZNP does not report any information about what it has received;
it is just muting the transmitter.
- To change the output power modify the last parameter to the method, writeRfTestParam().

1. Start IAR Embedded Workbench (EW430) and select the “RF Tester — Debug” Project

e Set the project “RF Tester — Debug” as Active project in the IAR workspace
o0 Right click on the RF Tester Project and select the option “Set as Active”

Get MAC Address - Debug v

el

Files z
B E]ZNP Interface Examples .
= (7 Get MAC Address - Debug .
i (F Get Random - Debug
(P Get ZNP Wersion - Debug
(F Read MV ltems - Debug
(F Read Radia GPIO pins - Debug
(F Reset Radio - Debugy

[ RF Tester- Debug
ﬂ[‘_‘lCommon Options, .,

I((((((
"

-
CIZNP Maks *
example_r_testerc 4
hal_cc2630znp_target_board.c Rebuild All
1 Qutput Clean #]

() Write NV Iterns - Debug #1)

(F rite Radio GFIO pins - Debug
Add 3

|| Remove A
{

Source Code Control b

File Propertiss. .

e In IAR EW, select and right click on the “RF Tester — Debug” Project. Select the option
“Rebuild All”. Or select Project Menu -> Rebuild All Or hit the HotKey — F7 to rebuild the
project.
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2. Configure and Start the Hyper-terminal Application

e Asdone inthe LAB1 Example 1 Step 3, configure and start the HyperTerminal

3. Load the Firmware on CC2511 dongle

e Connect the CC-debugger to the Debug Port 3 on the CC2511 dongle as shown in the figure
below

e Start SmartRF Flash Programmer Start>All Programs>Texas Instruments>SmartRF Flash
Programmer>Flash Programmer

+ Texas Instruments SmartRF@ Flash Programmern

[ ‘What do you want to program?

‘F’mglam CCwsew SaC or MSP430 ﬂ

Step 1: Provide path to the
firmware file. Firmware is located
at: <install-directory>\Spectrum
Ana CC2511,
CC1111\LPRF_Spectrum_Indicator

System-on-Chip 1 MSP430 1

EB ID | Chip type |EE type EB firmwuare D | EB firrmwware resw

Interface:

- Fast =
~v0_9 O\firmware, and Select
CC2511 flrmware file Flash image: ‘F'alh./‘Speclrana_Flrmwale_ECZSTT_vT.Z.hex ﬂ J

I Change ‘
Step 2: Select the option — Erase,
Program and Verify Acliors
L E:SE henaeca Flash lock [effective after program/append]:
I " Erase, program and verify Wiite protect hd

e S e [ ‘wiite pratect boat block
 Verify against hex-fle
" Read flash into hex-file

™ Block debug commands [incl. read access)

ME: Cannot "Append and verifiy" when setl

Step 3: Select Perform Actions

Pertaim actions

Steps to load the firmware on to CC2511 Dongle
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4. Configure the Spectrum Analyzer

The LPRF spectrum analyzer is a utility developed by Texas Instruments to work with CC2511 or the
CC1111 dongles, which allows sniffing the air for RF energy and displays it on the GUI as shown
below.

2450 2,480 2,400
’ ’ cdd
Frequency - MHZ CE )

¢ Texas
INSTRUMENTS
Low-Power IF

Span : 93.689TMHz Cente

+42.84MHz Port: open

Figure: LPRF Spectrum Analyzer Utility

e As Pre-work, attendees will have the Spectrum Analyzer installed on their machines.
e Appendix A Lists the Steps to install the drivers to work with this utility.

To get started:

e  Start the Spectrum Analyzer Utility and select the Chip -> CC2511

¢ Choose Chip

e Find out at which COM port your device is located. If it is not COM8 (default for the utility),
change it to whatever is correct.

[

néyi RIM Wirkual Serial Pork »2 (COM36)

n_bi TI CC2511 Loww-Power RF ko IJSE COC Serial Port (COMSE)
+ -8 Processors
ol B8 Creark card vasdar

Figure: Device Manager window of PC showing CC2511 Dongle Connected on COM56

e  Push the “Open” port button. The status field on the bottom right should now have changed to
“Open”.
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‘ F Spectrum Indicator

File Tool™Tms OPEN PORT

e D | o

] J (+)

OC coms N ro\r
4 ¢ Choose Chip  Export: bo POF Maordfy/Pan | Tooem Cursor  Center

e Select Tools-> Calibrate -> Force Calibration

¢ LPRF Spectrum Indicator
Tools

o Calibrate E‘
5 @ B || rorce calibration

| Start  Stop Cpen _oose Chip

e Try to start the application by pressing the “Start” button.

¢ LPRF Spectrum Indicat

e If nothing happens other than a message in the bottom left corner: “Calibration not
performed!”. Calibrate the device by pressing the “Calibrate” button in the “Tools” menu.
You should now read “ACK calibrated received” in the status field in the bottom left corner,

this might take a few seconds.

e Try to start the application by pressing the “Start” button, again.

5. Download the Code to MSP430F2274

e Asdone inthe LAB1 Example 1 Step 4, download the code to the MSP430F2274
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6. Run the application and observe the output on the HyperTerminal

e After downloading the code, IAR will wait for the run command to execute the program
e Hitthe Run icon or press the Hotkey — F5.

Z% 1AR Embedded Workbench IDE

File Edit WView Project Debug Emulator Too|

Select Icon to execute

D==ES & »| the application code
= Z2aLX232 X
w GIE g Bor Go =

;

e Observe the HyperTerminal window which will display the options available and the

corresponding action that will be taken.

File Edit Yiew Cal Transfer Help

0 =8 D5

RF Tester
Commands:
] Increment RF Test Channel
[ Increment RF Test Channel
M Change RF Test Mode to modulated output
U  Change RF Test Mode to UNmodulated output
R Change RF Test Mode to receive
! Reset Radio
?7  Print this menu

e  For this lab exercise we will Start with
0 “U” - Observe the RF Output on the Spectrum Analyzer GUI as shown below

£ LPRF Spectrum Indicator

File Tools Help

O |comses g &) 2 Pl +

Start  Stop | Clase Choose Chip  Export to PDF | MagnifyjPan | Zoom | Cursor  Center

_20 —

3
M
q
0
i

-40 - Cles

-
o
o

Max Hold

Froeze

b
<
[
Q
o
\a
[
Iy
[

1
1
]
b
I

2,400 2,420 2,460 2,480

Frequency - MHz

TEXAS
INSTRUMENTS

Low-Power RF

Span : 93.6097MI1z Center frequency : 2442.04Mi 1z Port: open

Figure: RF Spectrum at 2.405MHz or on Channel 11

0 “]” - Increase the RF Test Channel
0 The RF Spectrum Should shift by 5MHz for each time ‘]” is pressed in the
HyperTerminal window up to channel 26.
0 Test and observe the transmitted spectrum up to Channel 26.
0 “[*- Decrease the RF Test Channel
0 Observe the transmitted spectrum move by 5MHz each time “[* is pressed.
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7. Modify Output Power

By default the output power in transmit mode from the RF-Tester — Debug Example is set to 4.5dBm.
Now we will change the output power to -10dBm and observe the change in the spectrum.

¢ Inthe file znpRfTestInterface.c, in the function rfTest() change the last parameter
RF_OUTPUT_POWER_PLUS 4 5 DBM to the function writeRfTestParam as shown below

writeRfTestParam(mode, channel, RF_OUTPUT_POWER_PLUS 4 5 DBM);

to RFE_OUTPUT_POWER_MINUS_10_0_DBM

TP T =l
= (G RF Tester - Debug
b= 01 common

etz

| znp_interface.c

I znp_interface_spi.c

znpRiTestinterface.c
example_r_tester.c
hal_cc2b3lznp_target_board.c
[ Output
(F'write MY Items - Debug

e Rebuild and download the project to the MSP430F2274
¢ Run the code by pressing the Run Icon or the Hotkey F5
e Select the option “U” and observe the Output power

Frequency - MHz

XAS

RUMENTS
Low-Power RF

Span : 03.6607MHz Center fraquency : 2442 84MHz Port: open

Figure: Received Power by the CC2511 dongle is lower.
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APPENDIX A

This sections lists the steps for installing the drivers for the Spectrum Analyzer utility

Install the provided driver for the virtual serial port. (*by executing the "install_driver.bat"
found in the install folder of the utility)

Use CC Debugger or an EB, and SmartRF Flash Programmer to flash your CC2511/CC111
SoC USB-dongle with the provided firmware;
"firmware/Spectrana_Firmware_CC2511_v1.2.hex"/"firmware/Spectrana_Firmware_CC1111
_v1.2.hex". See "http://focus.ti.com/lit/ug/swru069d/swru069d.pdf" part 4.1

If you don't have Microsoft Visual C++ 2008 installed on your computer, install the runtime
components of Visual C++ by downloading and executing vcredist_x86.exe from
http://www.microsoft.com/downloads/details.aspx?familyid=9B2DA534-3E03-4391-8 A4D-
074B9F2BC1BF&displaylang=en

Double-click the "LPRF Spectrum Indicator" shortcut. Follow on-screen pop-up, although the
same information is rewritten next.
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LAB2: Sensor Monitor Network Sample Application

Objective
In this lab you will learn
¢ How to form a ZigBee Network
How to join an existing ZigBee Network
How to observe network behavior over the air using TI packet sniffer
How to program CC2530 using SmartRF Flash Programmer
Key Zigbee Concepts and terminologies.
Basics of Zighee Network Commissioning — Channel Allocation, PANID configuration,
device binding.

Following are the tasks and steps to do those for the Labl

1. Upgrading the CC2530ZNP Flash Image

The sensor monitor network sample application has been written using the CC2530ZNP image build
from the Z-Stack-2.5.0 release, it is recommended to use the image built using Z-Stack-2.5.0 for
running this sample application. This section illustrates how to use the SmartRF® Flash programmer
and CC-Debugger to program the CC2530 on the ZNP Mini Kit with a new ZNP Image

Following are the steps to program a new image into CC2530 on the ZNP Mini Kit.

1. Connect the CC-debugger 10 pin header to the 10-pin debug header as shown in the figure
below

Feset Button

Green Light indicating
proper cornection

Figure: CC-Debugger Connected to CC2530ZNP Mini Kit board. Green Light indicates proper
connection

2. Press the reset button on the CC-Debugger. The light on the debugger must turn green
indicating the device has been correctly connected to the debugger. If the Red light remains
ON, it indicates that the device is not connected properly. Ensure that the CC-Debugger’s 10-
pin connector is not reversed and pin 1 on the connector is connected to the pin-1 on the
header and so on.

3. Start the SmartRF Flash Programmer. The device will be recognized in the SmartRF flash
programmer window as shown in the figure below.
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£ Toxas Instruments SmartRF® Flash Programmer EERE

{. What do you want to program?
AL R (o5 on CComo S0 o MEPA0 = Step 3: CC2530is identified by the
SystemonChip | MsP430 | 7| SmartRF Flash Programmer

EB fumwiare 1D [ EB fsmweae rev. J

ot =1 |

Step 4: Browse

Flash image: [ADDAESS OF HEX FILE TD PRGRAM CC2530 WITH -] _L.
Button

|
Location

Fioad IEEE = Pumary " Secondary  |EEE Ow |
¥ Fletan [EEE addiess when isprogramming the chin
View Info Page
Actans
Step 3: Select » e Flash lock (effactive after program/sppend)
the Action Wm Wiite peotect

Option and I~ Block fincd 1ot
" Veily against hex-lie -, - .
then select © Read flash into hes e R e

Perform

Actions Fttorm actions |
T e———
[

Figure: SmartRF Flash Programmer window

4, Select the desired ZNP image by pointing the SmartRF Flash Programmer to a destination on
your PC, by selecting the browse option see figure above.

5. Download the image by selecting the option — Erase, program and Verify as shown in the
figure 16 above.

6. Erase, program and verlfy success message will then appear as shown in figure below.

What do you want o program?
‘) TEX Progiam Cleos SoC of MG PA30 -]
INSTRU er:N TS
System-on-Chin | MSP430 |

Inkerl ace:

Fam =

Flash image: [ADDRESS OF HES FILE T0 PRGRAM CC2S30wWATH |
Locat

o
Fead IEEE = Pumasy ¢ Secondasy | IEEE Ox
¥ Ratain IEEE addiess when iepeogramening the chip

iew Infe Pags |

Actions

 Erase

e Fiash lock [affactive afies progiemd sppend)

= Evase. progesm and verly wike protect: |

T Append and venly I Biock debug commands (incl ead access]

" Verty against hew fle

Ve s e P MEB: Cannot “Anpend and veily” wiven sell

Step 6:
Successful [

Partorm actions ]

[ CC2530 - [DS7. Evam. paogram and verly OF.

operation
P EEEEEENEEEEEEEENENENENENENEEEEENEEEEEEEEEEEEEEEE

Figure: SmartRF Flash Programmer window with status message showing successful operation
status message
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2. Prepare for Packet Sniffing - program or upgrade the CC2531 USB Dongles
e  First setup and program the CC2531 dongles as packet sniffers for each group of two people

e The CC Debugger allows for debugging using IAR Embedded Workbench, as well as for
reading and writing hex files to the CC253x flash memory using the SmartRF Flash
Programmer software. The SmartRF Flash Programmer also has the capability to change the
IEEE address of the CC253x devices.

e To program the CC2531 on the USB dongle, first plug the USB Dongle into a PC USB port
(or USB hub)

DEBUG
CONNECTOR

PIN 1

e Connect the CC Debugger to the CC2531 USB Dongle as shown below. Be sure that the
ribbon cable is oriented properly, with the red stripe connected to pin 1:

RED STRIPETO PN 1
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Connect the CC Debugger to the PC USB port. The status indicator LED on the CC Debugger
should turn on. If the LED is red, that means no CC2531 device was detected. If it is green,
then a CC2531 device has been detected. If the USB Dongle is connected and the LED is red,
try pressing the reset button on the CC Debugger. This resets the debugger and re-checks for a
CC2531 device. If the LED still does not turn green, re-check that all cables are securely
connected.

Once the CC Debugger status LED is showing green, you are ready to use IAR to debug or to
read or write a hex file from/to the USB Dongle.

To start the SmartRF Flash Programmer application go into your programs by choosing Start
> All Programs > Texas Instruments > SmartRF Flash Programmer > SmartRF Flash
Programmer. The program should open up the following window:

- Texas Instruments SmartRF@ Flash Programmer CE®

What do you want to program?

Program E valuation Board

EE Application (USE] | EB appiication (serial) | EE bootloader |

“9 TexAs
INSTRUMENTS

EB ID | Chip type | EE type EE fimware D | EB fiimware rev
5337 L2631 CC Debugger

Flashimage: [C\Program Files\T exas Instruments'SmarRF Tools\Flash Programmenbins. +| .|

I Change | @

Actions
r
" Erase and program
& Erase, progiam and verity

TN

Perform actions

The sniffer firmware to be programmed is located at the following folder: [C:\Program
Files\Texas Instruments\Packet Sniffer\General\Firmware\ sniffer_fw_cc2531.hex]
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D

My Recent
Documents

e
[
Desklop
My Documents
My Comp
by Metwoark
Places

ter

=)

Look ik | \2) Firrmware

~| e @ ek E-

cebal_fw_srf0Sdbg. hesx
sniffer_fw_cc2430.hex
sniffer_fiw_cc2530.hex
sniffer_fw_c
sniffer_fw_cc2540.hex
sniffer_fi_cc2540_ush, hex
sniffer_fw_cexel0_usarkd_alkl hex
sniffer_fw_coxcl 0_usartl _alkz hex
sniffer_fiw_ccxcl 1 hex
stFOSeh_fwid0S00, hex

Type: HEX File
Date Modified: 1/11/2010 7:35 PM
Size: 33.0KE

File name: |sniffer_fw_c:c:253‘l.hex

Files of type: |Hex files [* hex)

™ Open as read-only

=
=l

Open |
Cancel

e  After a successful programming the green LED on the CC2531 USB dongle will be on,
indicating successful programming of the Packet Sniffer firmware.
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3. Network Commissioning — Channel and PANID Allocation
e Table below specifies the channel number and Panld for each group in the workshop

Group Number Channel Number PANID
1 11 (0x0B) 0x0001
2 12 (0x0C) 0x0002
3 13 (0x0D) 0x0003
4 14 (0x0E) 0x0004
5 15 (0x0F) 0x0005
6 16 (0x10) 0x0006
7 17 (0x11) 0x0007
8 18 (0x12) 0x0008
9 19 (0x13) 0x0009
10 20 (0x14) 0x0010
11 21 (0x15) 0x0011
12 22 (0x16) 0x0012
13 23 (0x17) 0x0013
14 24 (0x18) 0x0014
15 25 (0x19) 0x0015
16 26 (0x1A) 0x0016
17 11 (0x0B) 0x0017
18 12 (0x0C) 0x0018
19 13(0x0D) 0x0019
20 14 (0x0QE) 0x0020
21 15 (0x0F) 0x0021
22 16 (0x10) 0x0022
23 17 (0x11) 0x0023
24 18 (0x12) 0x0024
25 19 (0x13) 0x0025
26 20 (0x14) 0x0026
27 21 (0x15) 0x0027
28 22 (0x16) 0x0028
29 23 (0x17) 0x0029
30 24 (0x18) 0x0030

- Modify the following two parameters in the file application_configuration.h to match the
assigned Channel Number and the PANId.

[*channel for network operation*/
#define DEFAULT_CHANNEL 11

[*paniD for the Network */
#define MYPANID 0x0001
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e Add the command to set pan Id in the function appStartRequest() in file sensor_demo_app.c
as shown in the figure below

istatic void appitartRequestiuintd ctrType)

LI

L

unsigned char deviceType ;
if {(rtxType)
{
deviceType = ROUTER;
}
else
{
deviceType = END_DEVICE;
appFlags |= (applLowPwrF | sppSetPollF):;
}

/% flags set for end devic

A*5et Pan ID */
zetPanTd (MYPANID)

W e o ow o o g w nfl oL W L R UT U s L

J45et IigBee Device Type #/
zerligbeebeviceType (deviceType)

JERegyister application endpoint for either router or end device#/
sapiRegisterApplication{srceEP()):

J4Start Application®s
sapiStartipplication():

4. Download the code on the MSP430F2274 Using IAR Embedded Workbench
- Ensure that only HOST_MT compile flag is enabled.

Options for node "Sensor Monitor Network Sample Application™

Step

1 Select Category
CiC++ compiler

- Using IAR Embedded workbench, download the code on all the three targets boards on the ZNP
Mini kit one by one. After successful download both LED’s on the board will start to blink at the

$PROU_DIRS/.L. /ZNP
$PROU_DIRSS /. HAL
$tPROU_DIR$/.... /Common

Coeee
General Options ] Mo e Compdation

Assembler

Custom Buid | Opfimizaliors; | Qulgud | List | Preprocessor | Diognostics | MISAAC 4 *
Linker [ignoe standaed include drectories | Step 2: Select the tab
Debugoer Additionsl inclade drectories: (one per lihePTEprocessor

FET Debugger SPROJ_DIFS =
Simulator $PROJ_DIRS.

w

interval of ~1sec.

Jl-‘- Trwac

Preinclude flec
Q
Defined spmbalz: [one pat fna)
HOST MT [ Preprocessor output to fle
Step 3: Disable |the compile <V RESIORE
flags NV_RESJORE  and WITOOL
ZTOOL by placing “x—before
them asin the figuge
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5. Start the T1 Packet Sniffer
- Select ZigBee and the start to open an instance.

L. Texas Instrumerts SmartRF Packet Safifer IEEE 802.15.4 MAC anc Zigsee 2007... [ |85
Fle Setings Hep

i Packet Sniffer Db r v & 3 & [zooee v ~|

+ Texys Irstuments Pecket Sniffer

Texas
INSTRUMENTS

ey Packet Sniffer Window

Select Protocol and chip typs:
DEE 802.15.4/Tghes e

Deccdl dedar,

Capturng device | Riadio Configaration | Seloct fiekds | Packet delals | Addiess bock | Displapfbes | Tie e |
SniartAFHER 4 (CR4EMICCRIEMICCS0EM
SnarthFOSED 4 CC24NEMICCE0EMCCSI0EM Eadact capusing deven:

LS Dongle \
/ ‘ CC2531 Dongle Connectedte PC

[C=—1 =0

Packet count. 0 Ernon coui 0 Fiten AT

- Start the Packet Sniffer on the channel assigned to the Group. Figure below shows how to select
the required channel for the selected USB dongle.

_HSdecTthe‘tab Radio Configurafion

Captuing device | Fadio Configuation |elect feks | Packet detais | Address book | Display fiter | Tine ine |

IEEE 802.15.4 Channet 10:08 (2405 MH2 K

0408 (2405MH2) A > select required channelto Sniff
040C (2410 MH2

Ox0E (2420 MHz)
0x0F (2425 MHz)
0x10 (2430 MHz)
Ox11 (2435 MHz)
0x12[2440MHz) ¥
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6. Start the Network

Arrange and turn on the hardware: Connect the USB stick to a USB port on the PC. The Windows
new device driver will request a new device driver to be installed. Normally the driver should be
detected automatically. If the driver is not detected it can be found at the default location: C:\Texas
Instruments\CC2530ZNP Mini Kit\Drivers

Target Board USB Stick

Rebuild and download the code modified in the step 3 above on the MSP430430F2274 on the ZNP
Mini Kit target boards.

If the code is downloaded properly, you will see both the LED’s on the target board blinking at an
interval of 1 second.

Zigbee Coordinator is the first device to come in the network. It is responsible to form the
network.In this sample application the ZigBee Coordinator connects to the PC using a virtual USB
serial port. We will configure the device connected to the PC using the USB port as coordinator ->
press the button on the target board once.

2! Untitled * - Ubiqua Protocol iinalyzer

PAN Src. PAN Dot HAC Sre.

Beacon Request 1to 14 Fy
Adfter Single Button e 12
Press. Device sends :
becans for ~10secands
laoking for a network et]

-

Beacon Request 15: L/ =

Device sendsa single u }

beconrequestaspartof 28] 29 | 16 s L status \

Active Scan before

forming the network Link Status Message
sent by coordinator
every 15 seconds.
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7. Start the Sensor Monitor GUI

e Sensor Monitor GUI is Start > All Programs > Texas Instruments > Zigbee Sensor Monitor >
Zigbee Sensor Monitor

Select Run after selectingthe COM port

BT Port (COM20)

BT Port (COM21)

BT Port (COMZ2)

BT Port (COMD)

BT Port (COME)

BT Porit (COM?

RIM Virtual Senal Pott v2 (COM35)
g

Figure: The Sink (coordinator) turns on to be red in the Sensor Monitor GUI. The network
is now formed and ready to receive connection from other devices (Sources) on the
network.

e  Observe the Packet Sniffer Window for Link Status messages:
Verify also with the Packet sniffer that you see the Link Status message coming from your
Coordinator. Observe that the PAN ID from Sensor Monitor (Remember byte order, 0OXED84) matches
a PAN ID in the Packet Sniffer.

@W_-----_;D

W\m_-----_]]
o T B O o e e e - |
| T | e S e o e e e e e - |

i_comps
i

| ack | Gkt fckds | P i | Aebers busch. | Display Mies | Toree b |
Select caphung device:
[pactat coure: i e couki 0 Wit OFF
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8. Prepare to add New Devices to the network

e Insert batteries in one or more of the battery boards and make sure the jumper is connected to
power the end-device.

Jumper

9. Add the Source Device - Router to your network

e Follow the steps used to configure the device as the Coordinator. This time since the network
formed above already exists the device will join that network as a router.

e You will see on the Sensor monitor GUI display the router as a blue circle. Showing
Temperature, Device shot address and time stamp when the message was received.

a or Monito D
@ 00 EE[MSPﬁBDAppIication UART (COMAE) F® B =0 @ (2 Wosr]

e e 4|

ONLINE I Collecting data I Packets: & I Last packet: 16:05:50 |[ " Pprofie: zigbee PRO(2)

10. Add the Source Device - End Device to your network.

e  Press the button on the target board twice to configure the device as an end-device.
e You will see on the Sensor monitor GUI display the end-device as a yellow circle, showing
Temperature, Device short address and time stamp when the message was received.
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o 0 0 0 i
@ 00 Eg[mspaamppncation UART (COM4E) NS 3 =0 @ (7 Wowr)

4 b 4|

DONLINE ” Collecting data || Packets: 70 ” Last packet: 16:12:52 || Profile: ZigBee PRO{2) A

e  When the end-device sends information to the coordinator
e An RX-message will be indicated as a device circle blink on the sensor monitor GUI.
e The green LED on the end-devices will blink when they are sending a message.

NOTE: If the end device loses connection to the coordinator the green LED will be on constantly.

e The sensor messages from the source devices are sent every 10 seconds to the Sink node.

11. Questions

How does a ZigBee network get formed?

What is a Link Status Message?

How would you verify that every end device is connected to the network?

What happens to the End Device if you remove the Coordinator, check Packet sniffer?

What happens if you bring the Coordinator back up on the network? What do you need to do
to re-establish your network?

agrwdE
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LAB3: Sensor Monitor Network Sample Application — NV Restore

Obijective

You will learn

e Restarting/Rejoining the network silently in case of power loss (battery run out, power cycle,

etc)

- (using the Non-Volatile memory for Zigbee Network parameter storage)
e Understand Parameters required for Zigbee Network Startup — Network Specific and Device
Specific Parameters

Following are the steps for this Lab 2 Example.

1. Modify the Sample application
e Add Compile Flag NV_RESTORE and ZTOOL

Options for node “Sensor Monitor Network Sample Application™

Categorny: Factomy Settings

General Options [ Multi-file Compilation

CC++ compiler
Assembler
Custom Build Language | Code | Optimizations | Output | List Preprocessor |0 4
Build Actions
Linker
Debugger [lanare standard include directaries

FFT Debugger Additional include directaries: [one per ling]

Simulator $PROJ_DIRS

$PROJ_DIRS..

$PROJ_DIRS, /ZNP
$PROJ_DIR$/ /HAL
$PROJ_DIR$/../Comman

Freinclude file:

(J

Defined symbols: [one per ling]
HOST MT ] Preprocessor autput to fil

Ny_RESTORE
ZTooL

Ok ] [ Cancel

e Remove the command to set pan Id in the function appStartRequest() by commenting it out
as shown in the figure below

Jl-l Trwvaes

istatic void appStartRequestiuintd rtrType)

I

L

2  umsigmed char deviceType ;
3 if (rtrType)

i

3 deviceType = ROUTER;
50}

7 else

3o

3 deviceType = ERD_DEVICE:
3 appflags |= (applowPweF | appSetfollF): /* flags set for end device type’/
Lo}

#*5et Pan ID */
A/setPanld (MYPANID) ;

/*5et ZigBee Device Type */
zetZigbeeDeviceType (deviceType)

SERegister application endpoint Tor either router or end device#s
zapiRegiscerApplicacion(srceEP())

o ow oo e e
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2. Re-build and download the Sensor Monitor Network Sample Application

3. Start the Network
e Follow the steps described in Lab2 Example 1 step 5

4. Add the Source Device — Router to your Network
e Follow the steps described in Lab2 Example 1 Step 6

5. Add the Source Device — End Device to your Network
e  Follow the steps described in Lab2 Example 1 Step 7

6. Observe the network behavior and note down network parameters
e  For this exercise note the following two parameters
o PANID
o0 Device short Address
e Also Refer to the ZNP Interface Specification document (included in Z-Stack Install at
<install - directory>\Texas Instruments\ZStack-CC2530-2.5.0\Documents\CC2530)
Section 4.2 (4.2.3 and 4.2.4) for understanding the configuration parameters for Zigbhee
Network — Device Specific and Network Specific.

7. Power Cycle all the devices

e  Power-up the coordinator device first
e Then bring up the other network devices one by one

8. Observe the network behavior
e The devices after power cycle restore their network parameters and report the sensor data to
the sink periodically as if they never left the network.
e Binding is not required after power cycle with NV_RESTORE enabled.
¢ Route requests commands can be seen as the network tries to find the path to the sink from
each device.

9. Questions

a. Compare the network behavior between the two labs — Lab 1 and Lab2
b. What commands do we see over the air in this example?
c.  What are device specific and network specific configuration parameters?
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LAB 4: Form a Large Zighee Network
Objective

e Inthis lab you will learn important Zigbee Concepts related to building and commissioning
Large ZigBee Networks

e Attendees will learn how to use Z-Tool for application Development and Debugging
Following are the steps for this Lab 3 Example.

1. Assign channel and Panld

2. Build ZigBee Nodes

e  Each group will build two nodes

o Before building and downloading the code on to MSP430F2274, Compile Option ZTool and
HOST_MT have to be enabled.

e  While assembling the hardware one node — Router will be connected to the USB stick, while
the end device be battery powered

3. Instructor will be the coordinator

4. Configure and Start ZTOOL
Follow the steps below to interface the Z-Tool with CC2530ZNP Mini Kit.
1. Connect the Target board connected to the eZ430 USB stick to a USB port on your PC

Figure 1: Z430-CC2530ZNP Mini Kit board connected to the PC

2. ldentify the COM port number on the PC of the connected eZ430-CC2530ZNP Mini Kit.
- Open -> Control Panel -> System -> (Tab) Hardware -> Device Manager
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L Device Manager,

File  Action Wiew Help

== W & 2P0 A

--@ IEEE 1394 Bus host contrallers

\j Mice and other pointing devices
L Maderms
§ Manitors
B Metwork adapters
PCMCIA adapters
- Parts (COM &.LPT)
- 5 BT Port (COM10)
4 BT Paort (COM11)
4 BT Part (COM12)
4 BT Part (COM13)
4 BT Paort (COM14)
4 BT Part (COM20)
4 BT Paort (COMZ1)
4 BT Part (COM22)
# BT Port (COM40)
4 BT Port (COMB)
4 BT Part (COM7)
7/ Communications Part (COML)

EicDDyinkar Dork fLOT]

|

# MSP430 Application LART (COM31)
MSP430 Application UART (COMSO)

= RIM ‘Wirbual Serial Port w2 (COMS%)
----- F‘J RIM Virtual Serial Part w2 (COM36)
[+ %8 Processors

o A~

For illustration two ZNP Mini Kit
boards were connected to the PC. As
seen COM ports are COM31 and
COM50.

w

Figure 2: Device Manager View of the PC to identify COM port number of connected devices

3. Open Z-Tool. For the identified devices (ex- devices on COM31 and COM50 in this example)
configure the communication interface parameters as shown in the figure 3 below

Jl-l Trwac

Window  Help

Scan for Devices
Configuration

Script Window
Settings

Open Z-Tool. Select Tools -> Settings.

(@)
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Scripts | Sernial Devices | Socket Devices

Modify Serial Devices

COM Part Name Device &lias Statug A . .
Select the Lokl aM4 Enabled Configuration
COoMz0 COMz20 Enabled
tab > COM21 COM21 Enabled parameter for
ComMzz CoMz2 Enabled 1
Serial COM31 COM31 Enabled the desired
. COM35 COM35 Enabled
Devices COM3E COME Enabled COM port
L b
[ Enabe | [ sl | [ E@ |
Auta Scan
Scan all Enabled com ports [startup and manual scanl
Ok Cancel Apply
L’: COM31 Information Q@@
Part Settings
[Data Bits
] w
Rate Parity
3600 v None v
Handshake Stop Bits
Mone v 1 v
’ [1]4 ] ’ Cancel ]
(b) ©

Figure 3: Steps illustrating the how to configure the configuration parameters for the COM port
for communication with Z-Tool application.
4. Close Z-Tool and start again
5. Z-Tool should now be able to recognize the CC2530ZNP and window as shown in figure 10
should appear.
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L0 Z-Tool 2.0

File Yiew Tools Window Help

L=l - T
| con ) | COM31 - COM31
@ LogEnabled - < Clear I Save @ LogEnabled ~ 3< Clear Il Save

Start Time: 7/19/2011 11:25:06 AM Start Time: 7/19/2011 11:25:0Z AM

3 App =T >11:25:10,62 COMSO 5Y5_PING (0x2101) <Ti>11:25:20,28 COM31 5Y5_PING (0x2101)

<R¥>11:25:21 COMS0 5¥5_PING_RESPONSE (0x6101)
Capabilities: MT_CAP_SYS, MT_CAP_AF, MT_CAP_ZDO,

1MT_CAP_SAPT, MT_CAP_UTIL, MT_CAP_APP (0x179)

<R¥»11:25:20,99 COM31 5¥5_PING_RESPONSE (0x6101)
Capailities: MT_CAP_Svs, MT_CAP_AF, MT_CAP_ZD0,
MT_CAP_SAPT, MT_CAR_UITIL, MT_CAP_APP (0x175)

v

Z-Stack interfaces open via Z-

Tool for communication with ; ; . .

CC2530ZNP Wlndow_sho_wmg Wlndow_sho_vvmg
communication messages communication messages
with device connected on with device connected on
COM50 COoM31

Active Device: COM31, 0z00124800011F73C1, NONE

Figure 4: Z-Tool Application showing two devices connected and exposed interfaces — System,
AF, ZDO, Simple API, Util, and App on the CC2530ZNP on the CC2530ZNP Mini Kit.

5. Start the nodes one by one

e  Observe the network on the instructors screen.
e Understand the process of:

e  Network joins

e Routing

e Device Associations/Binding

6. Use ZTOOL to issue commands

e Exercise 1: IEEE Address request — Query coordinator for its IEEE Address
0 Device address 0x0000 for coordinator is sent to the ZNP which returns the SRSP
indicating success. This implies the command was successfully received by the ZNP.
The ZNP then sends the command OTA and when it receives the response message
back from the queried device, it sets the SRDY low to interrupt the MSP430.
MSP430 then receives the ZDO_IEEE_ADDR_RSP message and sends it to Z-Tool
application as seen in figure 5 below.
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na Z-Tool 2.0

Selected Conumand

COMS0 - COMS0D

b Save

@ Log Enabled -

3, Chear

Do e S

‘i ZDO_MNODE_DESC_REQ

‘] ZOO_POWIER_DESC_REQ

i ZDO_SIMPLE_DESC_REQ

‘4] ZDO_ACTIVE_EP_REQ

i ZDO_MATCH_DESC_REQ

4| ZDO_COMPLEX_DESC_REQ
‘4] ZDO_USER_DESC_REQ

i ZDO_EMND_DEVICE_AMNCE
“i| ZDO_USER_DESC_SET

)| ZDO_SERVER_DISC_REQ

| ZDO_EMND_DEVICE_BIND_REQ
Li| ZDO_BIND_REQ

le] ZDO_UNBIND_REQ

| ZDO_MGMT _NWE_DISC_REQ

44| ZDO_MGMT _DIRECT _MOIN_RE
‘| ZDO_MGMT_PERMIT _JOIN_RE
‘4] ZOO_MGMT MK _UPDATE_RI
‘4| ZDO_MSG_CB_REGISTER

| ZDO_MSG_CB_REMONVE

‘+i] ZDO_STARTUP_FROM_APP

‘| ZDO_AUTO_FIND_DESTINATIC
Ll FRO SET I TNK KEY S

Start Tinee: 7f19/2011 3:05:57 P
=TH 030558, 46 COMS0 ZDO_JEEE_ADDR_RECQ (0m=2501) —»

00
ReqTypa: SINGLE_DEVICE_RESPONSE (0x0)

Device requested
IEEE address of
Shortaddr: Ox0000 the coordinator

StawtTnde=<: (00

<RX>03:05:59.83 COMS0 ZDO_IEEE_ADDR_REQ_SRSP (0x6S01) —
Status: SUCCESS (0=0)

<RX>03:05:59.65 COMS0 Z00_IEEE_ADDR_RSP (0x4551)
Status: ZDP_SIMCCESS (0x0)
IEEEAdde | Ox001 2480001 1IFEASD g

Command
successfully
received by the
CC2530ZNP

PewleAiddr : 00000
Startlndes: 000 IEEE address -

EOELNI 00 Response from
AssocDevlist

the coordinator

OM31 - COM

@ LogEnabled ~ < Clear

Start Time: 71942011 3:05:56 PM

< >
Shortiudde %]
ReqType SINGLE_DEVICE_RESPOMI
Stantincex o

ShotAdd

Uint1 6. short address of the destination device

Configure the fields ofthe
conumand to be sent.

<
Active Device: COMS0. 0=001 24500011 F&ASD. NOMNE

Figure 5: Z-Tool Application window with two connected devices on COM50 and
COM3L. Device on COM50 requested IEEE address from the device at address 0x0000
(coordinator) and gets the response back of type IEEE_ADDR_REQ_SRSP.

e Exercise 2:

0 Short Address — find the short address of the end device in your group,

0 Send athree byte

Jl-l Trwac

message [11, 12,13] to the End Device
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W Z-Tool 2.0

File Wiew Tools Window Help

=2 0 228

= 4% COMSO - COMSD
-1 System
- AF
%) AF_REGISTER
L’ﬁ AF DA O IES
3] AF_DATA_REQUES
2| AF_DATA_REQUES
2] AF INTER_PAM_CTL
2| AF_DATA_STORE
2] AF DATA_RETRIEVE

COMH0 - COMS0

LogEnabled = < Clear

I Save

Start Time: B/10/2011 i12:49 AM

“TH=09:12:54,3 COMS0 AF_DATA_REQUEST (02401}

- Dskaddr: 0x39n3
gg EDO lo AFT DestEndpoint: 0x01
Imp B SrcEndpoint: 0x02
B Ul ClusterlD: 00001
(2= ] App TransID: 0x10
Options: 0:x01
Radius: 0x05
Drstaddr 043343 Len: 0«03
DestE ndpaint 1 Data: ... (0x06, 0x0C, 0x0D)
E{CE"C:BD"“ f <R>09:12:55, 15 COMS0 AF_DATA REQUEST SRSP (0xed0L)
iz Stabus: SLICCESS (0x0)
TranslD 0«10
Optiohs 0:1 <RX=09:12:55,18 COMS0 ZE_SEMD_DATA_COMFIRM (0x4683)
Radius [ Handle: 0:10
Status: SUCCESS (0x0)
Len 3
= Data Byte[] Arnray
[0] 11
11 12
[£] 13

Message Sent

ZNP Successfully
Received SRSP
Command

Acknowledgement
Received

Figure 6: Z-Tool Screen Capture After sending a 3 byte long message to the device with

7. Questions

Short Address = 0x39A3.

1.  What commands do we see over the air in this example?
2. How can we make a node and all its children leave the network?
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You're done.
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